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13. Public Safety

In addition to improving the quality of life for millions of people, 
information technology (IT) in many instances is being used as a 
tool to actually save lives. IT is used to improve the safety of in-

dividuals every day, although many do not realize its importance. Fif-
teen years ago, efforts to stop crime and terrorism relied on traditional 
mechanisms: strict physical security at vulnerable facilities, intelligence 
gathering by government agents, vigilance on the part of all citizens, and 
a sense of community in which all citizens played a role in protecting 
each other. These techniques have not been replaced, but nations to-
day have IT as an additional powerful, new tool to ensure public safety. 

13. Public Safety
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Much of public safety relies on getting the right 
information to the right people. Governments use 
IT to secure their borders against external threats, 
aid law enforcement in fighting crime, and help 
communities prepare for, and recover from, disas-
ters. Law enforcement agencies use IT to commu-
nicate and share information, monitor and detect 
crime, and respond to disasters. Finally, IT is at the 
forefront of the science used by researchers to better 
understand the complex weather systems that con-
stantly threaten our societies. The IT revolution has 
given governments the tools, infrastructure, and ca-
pabilities to make public safety easier, less expensive, 
and more effective.

Keeping the Nation Safe 

To effectively secure a nation, a government requires 
accurate information about the individuals and ma-
terials entering and leaving the country. As discussed 
below, IT plays a critical role in securing national 
borders and managing the flow of people and goods 
through a country’s points of entry. Furthermore, as 
nations face new threats of terrorism, governments 
have turned to IT for an array of new tools to detect 
threats to national security and thwart possible at-
tacks. 

Securing National Borders 
To prevent unauthorized entry and to facilitate legit-
imate trade and travel, the United States and other 
countries increasingly use IT-based tools—including 
biometric information such as fingerprints, DNA, 
iris patterns, or facial characteristics and digital pho-

tographs—to accurately identify and authenticate 
both individuals and shipments.

The United States has an IT-enabled system for 
immigration managed by the U.S. Department of 
Homeland Security. This program—called US-
VISIT—requires all non-U.S. citizens between the 

ages of 14 and 79 to supply fingerprints and digi-
tal photographs when they enter the country or ap-
ply for a U.S. visa. These are intended to help in 
the accurate identification of foreign travelers and 
in preventing the use of forged or stolen visas. They 
are shared with the Federal Bureau of Investigations 
(FBI) and cross-matched against the Department of 
Homeland Security’s watchlist of criminals, immi-
gration violators, and known or suspected terrorists.1  
By the end of 2008, the Department of Homeland 
Security expects to implement US-VISIT in all U.S. 
ports of entry. 

In the United Kingdom, an e-Borders program 
similarly collects and analyzes information about in-
dividuals entering or leaving the United Kingdom. 
Under the e-Borders program, airlines, ferries, and 
rail companies collect electronic information regard-
ing passengers traveling to the United Kingdom 
and transmit this information to the government 
to analyze. Data collected in the program are used 
to coordinate efforts across the government includ-
ing border patrol, law enforcement, and intelligence 
agencies.2 Similar initiatives are being developed 
elsewhere. In Asia, for example, the Asia-Pacific Eco-
nomic Cooperation is coordinating an effort to de-
velop an interoperable electronic movement records 
system. By collecting advanced passenger informa-
tion for air travel, countries can prescreen passengers 
before they arrive at the border and have more time 
to review any possible threats.3 

The United Kingdom plans to add a biometric 
component to its e-Borders program to automati-
cally identify individuals at official ports of entry.4 In 
fact, the United Kingdom has already implemented 
a system—the Iris Recognition Immigration Sys-

tem (IRIS)—that allows registered travelers to use 
biometric identification to quickly enter the coun-
try through automated barriers at certain airports, 
including all five terminals at London’s Heathrow 
Airport. Under IRIS, a camera identifies a traveler 
from his or her iris pattern; the system then verifies 

In the UK, the Iris Recognition Immigration System (IRIS) allows 
registered travelers to use biometric identification to quickly en-
ter the country through automated barriers at certain airports. 
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that the passenger has met the entry requirements 
without requiring any additional passport or visa in-
formation.5  

In recent years, countries in the European Union 
and the United States have introduced electronic 
passports—“e-passports”—with biometric infor-
mation. An e-passport typically contains a radio-
frequency identification (RFID) chip, which stores 
not only the standard passport data but additional 
digital biometric information such as a photograph, 
iris pattern, or fingerprint. E-passports help gov-
ernments better authenticate passport holders and 
reduce the risk of tampering to these travel docu-
ments. The information stored electronically in the 
e-passport is digitally signed and encrypted to pre-
vent counterfeiting and manipulation. To promote 
interoperability, most countries use a standard bio-
metric file format defined by the International Civil 
Aviation Organization. The exact implementation 
of e-passports varies by country. The only biomet-
ric data stored on U.K. e-passports, for example, is 
a photograph6; German e-passports, in addition to 
including photographs and personal information, 
contain two fingerprints.7 

Using biometric-enhanced e-passports, govern-
ment officials can more quickly and accurately pro-
cess travelers through customs and immigrations. 
The Australian government has established Smart-
Gate kiosks at its international airports to allow 
travelers with Australian or New Zealand e-passport 
holders to self-process through the passport control 
area.8  The SmartGate system uses data in the e-pass-
port and facial recognition technology to perform 
the customs and immigration checks that are usually 
conducted by a Customs Officer. SmartGate will be 
gradually opened to other nationalities that have In-
ternational Civil Aviation Organization-compliant 
e-passports. 

The demands of physically protecting a nation’s 
border are daunting. In the United States alone, 
government officials are charged with operating 324 
official ports of entry and protecting 5,000 miles 
of border with Canada, 1,900 miles of border with 
Mexico, and 95,000 miles of shoreline.9 IT—par-
ticularly in the form of surveillance cameras and 
sensing devices—plays a key role in providing gov-
ernment officials with the tools they need to secure 
the borders. 

A critical component of the U.S. Department of 
Homeland Security’s comprehensive, multiyear plan 
to secure U.S. borders and reduce illegal migration 
launched in 2005—the Secure Border Initiative—is 
SBInet. SBInet is a comprehensive program whose 
goal is to field an appropriate mix of state-of-the-
art technology and infrastructure and integrate them 
into a single border security suite for the Depart-
ment of Homeland Security.10 The plan is to inte-
grate multiple state-of-the-art systems and sensors, 
including more expanded use of unmanned aerial 
vehicles (UAVs), remote-video surveillance camera 
systems, and sensors.11 Agents on the ground can 
use real-time information relayed from radar, sur-
veillance towers, and ground sensors to their satellite 
phones and handheld devices to track targets on a 
map and locate unauthorized entries.12 

Advances in IT have led to the development of 
UAVs with better remote control, enhanced sen-
sors, and more autonomy. The U.S. Department of 
Homeland Security uses UAVs to scan remote areas, 
augmenting ground patrols that lack the manpower 
and time to reach these areas. UAVs provide precise 
imagery in real time that enables agents to quickly 
determine border breaches. One type of UAV—the 
Predator B—was deployed by the Department of 
Homeland Security in Operation Safeguard, an 
experimental law enforcement program conduct-
ing missions along the U.S.-Mexican border.13 The 
Predator B can fly for 30 hours without refueling, 
so it can provide sustained coverage over exposed 
geographic areas.14 UAVs are also less expensive than 
manned aircraft. A Predator UAV, for example, costs 
$4.2 million, whereas a P-3 manned aircraft used for 
by the U.S. Customs Service for border patrol costs 
$36 million.15 

In every nation, customs and immigration offi-
cials work to prevent the entry of contraband such 
as hazardous materials, illegal drugs, and weapons 
from entering the country. The majority of heavy 
goods—such as cars, trucks, and appliances—en-
ter the United States in maritime cargo containers. 
U.S. Customs officials do not have the capacity to 
inspect every shipment. For that reason, the U.S. 
Department of Homeland Security has launched its 
Container Security Initiative. The purpose of this 
initiative to ensure that cargo containers entering 
the United States are inspected as early in the supply 
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chain as possible. With intelligence and information 
collected in advance (e.g., the cargo manifest), the 
Department of Homeland Security uses software to 
automatically identify high-risk containers to target 
for inspection. Then, rather than waiting for goods 
to arrive at domestic ports, inspectors use large-scale 
X-ray and radiation detection devices to examine 
containers at the port of departure. The Contain-
er Security Initiative has been implemented in 58 
ports, covering nearly 90 percent of all container 
traffic coming to the United States.16 In addition, 
the Transportation Security Administration of the 
Department of Homeland Security has created a 
biometric transportation worker’s identification cre-
dential, which all individuals must show to enter se-
cure areas at certain ports and on certain vessels.17

Screening Cargo and Passengers 
Bomb-sniffing dogs are one of the most effective 

tools for detecting explosives; however, it is not prac-
tical to have bomb-sniffing dogs check every person 
and shipment that enters the country. For that rea-
son, researchers have sought to design electronic de-
vices that will replicate canines’ keen abilities. 

One such device, funded by the U.S. Defense 
Advanced Research Projects Agency (DARPA) uses 
tiny chemically coated sensors called microcantile-
vers (very small narrow boards) to detect molecules 
by gauging how they cause surface sensors to bend 
or vibrate.18 By analyzing how the sensors behave, 
scientists can tell how many and what kind of mol-
ecules are present. To create a handheld chemical de-
tection system, the company developing the system 
placed an array of these chemically coated micro-
cantilevers into a device the size of a mobile phone. 
During tests, the device successfully identified not 
only explosives but also toxic industrial chemicals 
and biological threats. DARPA plans to use such de-
vices as mounted sensors inside shipping containers. 
Transportation Security Administration screeners 
also could use the devices to screen airline passengers 
for explosives.19 

Security officials in the United States and else-
where have also worked to improve the technology 
for passenger screening. Some experts have advo-
cated the use of whole-body imaging to detect ex-
plosives, plastic weapons, and drugs on passengers 
that traditional scanners miss. Critics of the cur-

rent system of screening airline passengers by hav-
ing them walk through metal detectors and then 
screening them by handheld scanners, including the 
U.S. Government Accountability Office, point out 
that this approach is ineffective against many risks.20 
Whole-body imaging uses backscatter X-rays or mil-
limeter wave technology to give screeners a detailed 
view of the passenger’s body by constructing images 
from the X-ray photons or radiation reflected by the 
body. Already such systems have been used in many 
airports including JFK International Airport in New 
York, Los Angeles International Airport, and Lon-
don’s Heathrow Airport. 

Whole-body imaging essentially provides a de-
tailed view of the traveler’s body, and some people 
object to this as being too invasive. It is nonetheless 
one of the most accurate way to detect passengers 
carrying weapons or explosive devices.21 To address 
privacy concerns, vendors have introduced a number 
of controls including a privacy filter that digitally al-
ters the image displayed to the screener to show only 
the outline of an individual’s body. Whole-body im-
aging devices can also be configured to detect weap-
ons and explosives from a distance of 15 feet to 30 
feet, enabling security officials to scan airport lobbies 
and entrances to subway and rail stations.22 Eventu-
ally imaging systems that use backscatter X-rays or 
millimeter wave technology may replace metal de-
tectors used for personnel security in other public 
venues. These imaging technologies can also be used 
to scan vehicles, cargo, baggage, and mail.

Although security officials focus much of their 
effort on preventing criminals and weapons from 
entering the country, they also work to prevent and 
detect attacks from threats already within the coun-
try. Researchers at Purdue University are developing 
a system to detect and track radiation from nuclear 
threats—such as a dirty bomb—using a network 
of mobile phones.23 Tiny radiation detectors are al-
ready commercially available, and although the ra-
diation detection system these researchers are devel-
oping would require additional circuitry, the sensors 
would be small enough that manufacturers could 
place them in mobile phones, laptops, and personal 
digital assistants (PDAs) without adding extra bulk. 
Some mobile phones contain global positioning sys-
tem (GPS) technology, which would enhance the de-
tection of radiation by precisely locating its source. 
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Software built into the radiation detection system’s 
network would then evaluate the levels of radiation 
and its threat. In a recent test, mobile phones with 
the built-in sensors detected radiation from 15 feet 
away.24 The radiation detection system can use data 
from many different mobile phones to pinpoint the 
source of the radiation. The main challenge would 
be achieving a high enough rate of adoption of de-
vices with the sensors, either voluntarily or by man-
date, for the system to provide an effective layer of 
protection.

Analyzing Large Sets of Data for National 
Intelligence Information 
Investigators have found that intelligence officials 
often had evidence of an impending attack prior to a 
terrorist strike but failed to connect the dots in time 
to prevent the attack.25 IT provides government offi-
cials valuable tools to efficiently analyze large sets of 
data and derive useful intelligence—intelligence that 
may allow officials to detect terrorist and criminal 
activity in time to do something about it.

One way that IT helps government analysts con-
nect the dots is by making it possible to share in-

formation quickly. In 2007, the Central Intelligence 
Agency in the United States introduced Intellipedia. 
Much like the user-built, Web-based encyclopedia 
Wikipedia—built with Wiki software designed to 
enable anyone who accesses it to contribute or mod-
ify content—Intellipedia allows analysts from differ-
ent departments to post, read, and edit information 
on security intelligence. Intellipedia also has other 
Web 2.0 features such as photo and video sharing, 
content tagging, blogs and RSS feeds. Each entry in 
Intellipedia is organized by topic, not by corporate 
structure, and this organization allows the contribu-
tors to act like “a community of analysts rather than 
a community of agencies.”26 Such a medium helps 
spread ideas from “base camps of knowledge” across 
traditionally departmentally demarcated lines of ju-
risdiction.27 

Recent advances in IT have allowed government 
and other investigators to make use of a special form 
of data analysis known as data mining. Data min-
ing uses computerized analysis, including statistical 
modeling, mathematical algorithms, and machine 
learning techniques, to derive patterns and relation-
ships from data. In contrast to standard data analy-
sis, which may only seek to prove or disprove a hy-
pothesis provided by the user, data mining generates 
hypotheses that the user must then verify.28 Thus, 
for example, a data-mining program might discover 
that an individual has a relationship to an extremist 
organization or matches the profile of a known ter-
rorist; however, an investigator must still determine 
the validity of the match.

U.S. government officials have used data mining 
for a wide variety of objectives, including monitor-
ing financial transactions and preventing terrorists 
from obtaining financial support. The U.S. Depart-
ment of the Treasury’s Financial Crimes Enforcement 
Network (FinCEN) investigates terrorist financing 
and money laundering using activity reports filed 
electronically by financial institutions. Law enforce-
ment agencies can access FinCEN financial data di-

rectly over a secure Internet connection.29 Financial 
institutions also search their accounts for potential 
matches to names on government investigative lists 
and notify FinCEN if they find a match.30  

Other countries have made similar efforts to stop 
terrorist financing and prevent money laundering. In 
Germany, the Federal Criminal Police Office moni-
tors suspicious financial activity and reviews electronic 
databases to ensure banks comply with antiterrorism 
laws.31 Australia has also launched similar initiatives 
through its Australian Transaction Reports and Analy-
sis Centre (AUSTRAC), which is an anti-money-laun-
dering and counterterrorism financing organization. 
The Data Mining and Research Unit of AUSTRAC 
uses data-mining techniques to proactively and re-
actively analyze and monitor finance transactions to 
uncover hidden patterns.32 In addition, the Office of 

The CIA has introduced Intellipedia, a Web application which  
allows analysts from different departments to post, read, and 

edit information on security intelligence. 
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National Security in Australia has funded antiterror-
ism grants to develop enhanced data-mining tools.33 

Data-mining efforts have led to the capture of 
suspected terrorists. Following the 9/11 attacks in 
the United States, the U.S. Department of Treasury 
worked with the Central Intelligence Agency to gain 
access to financial records from Swift, a Belgian bank-
ing cooperative that processes more than 11 million 
transactions a day between 7,800 financial institu-
tions around the world.34 Armed with this financial 
data, government investigators have discovered ties 
between known terrorists, domestic terror cells, and 
the extremist groups financing them. As an example, 
government investigators’ analysis of data from Swift 
led to the capture of Riduan Isamuddin, the suspected 
mastermind of the 2002 Bali resort bombing.35 

To use data mining, government agencies must be 
able to share data. Governments around the world 
have launched multiple data-sharing tools to im-
prove collaboration between their law enforcement 
agencies and to share data on investigations and 
criminals. In Germany, for example, government 
groups have come together to develop a central data-
base of extremists suspected of terrorism to improve 
coordination between law enforcement agencies.36 
In the United States, the FBI now can access data 
from multiple sources via the Investigative Data 
Warehouse (IDW), which combines data from the 
FBI’s records and criminal case files with informa-
tion from the U.S. Treasury Department, State De-
partment, and Department of Homeland Security. 
Launched in 2004, the IDW saves significant time 
and effort for FBI agents, who can use it to complete 
a search of a thousand names of potential suspects in 
30 minutes.37 An equivalent search without the IDW 
would require FBI agents to query 15 different da-
tabases and waste thousands of hours of time. IDW 
allows FBI agents to link and cross-match names, 
Social Security numbers, and drivers’ licenses across 
hundreds of millions of records.38

Preventing and Detecting Crime

Beyond playing a role in protecting the homeland 
against terrorism and external threats, IT plays a 
key role in ensuring public safety from domestic 
threats such as crime. Law enforcement agencies fo-

cus a large part of their efforts on proactive initia-
tives intended to prevent and detect crime. To be 
effective, agencies must thoroughly understand their 
community and the nature of crime within their ju-
risdiction. IT provides law enforcement with tools 
to capture, analyze, and present this information 
in a meaningful format. In addition, IT automates 
many of the time-consuming tasks associated with 
police work and frees police resources to be used on 
other effective programs. Some police departments 
have been quick to adopt technology to help their 
officers in the field. In the United States, the police 
department in Alexandria, Virginia, began giving 
its officers wireless handheld computers as early as 
1997 so that they could access and report important 
information while on patrol, on a stakeout or at the 
scene of a crime.46 Police officers of the future will 
be just as likely to carry a computer as they will to 
carry a gun.

Remote Monitoring
Law enforcement officials use various forms of re-
mote monitoring as a tool to reduce crime and reha-
bilitate offenders. Remote monitoring acts as a deter-
rent because offenders know that they will be caught 
if they commit a crime or violate their parole. Police 
can also use remote monitoring to investigate crimes 
and eliminate suspects who can provide an electron-
ic alibi. In addition, communities save money by us-
ing remote monitoring of offenders as an alternative 
to more expensive punishment such as incarceration 
while also allowing offenders to become productive 
members of society.

One form of remote monitoring uses global po-
sitioning system (GPS) technology. Law enforce-
ment officials can use tamper-resistant GPS-enabled 
devices to track the movements and location of of-
fenders sentenced to house arrest. Police and parole 
officers can either track individuals in real time us-
ing GPS-enabled devices (such as ankle bracelets) 
with transmitters or create a time-stamped log for 
later review with passive devices. Using GPS devices 
for remote monitoring can reduce expenses and im-
prove outcomes for the criminal justice system. Such 
monitoring provides an effective means of enforcing 
house arrest, even for sentences that allow certain 
authorized activities away from the home. Rather 
than being put in jail, some low-risk offenders can 
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be required to stay at home, except to go out to work 
where they can make money to help pay for victim 
restitution. The cost of incarceration can cost a state 
approximately $25,000 per inmate per year, whereas 
the cost of remotely monitoring an inmate can cost 
less than $5,000 per year.47 GPS-enabled devices 
also help monitor high-risk offenders. Law enforce-
ment can use a computer to draw exclusion zones 
for sex offenders so that an alert will be sent out if 

the offender enters a restricted area such as a play-
ground or school. GPS devices can similarly be used 
to enforce restraining orders. Thus, for example, if 
domestic violence offenders violate restrictions on 
visiting their spouse at their home or place of work, 
the police will be notified in real time.48 

Law enforcement officials have turned to other 
electronic devices to monitor offenders with sub-
stance abuse problems. Many alternative sentencing 

Box 13-1: IT and the Fight Against Human Trafficking

Modern-day slavery takes a horrifying toll on its vic-
tims—primarily women and children—who suffer loss of 
liberty, physical and emotional abuse, and sometimes 
even death. Human trafficking claims millions of vic-
tims every year and contributes to organized crime and 
global health risks.39 IT serves as an important tool to 
combat this cruel practice. 

IT has provided an effective medium for modern-
day abolitionists to organize, communicate, and raise 
awareness. A multimedia campaign produced by the 
MTV Europe Foundation that works to increase aware-
ness and prevention of human trafficking through its 
television programs, online content, concerts, and me-
dia events, for example, is MTV EXIT. The program’s 
Internet site helps at-risk young adults in Asia learn how 
to stay safe and report abuse, and connects teenagers 
in European countries and other parts of the world with 
organizations they can get involved with to end human 
trafficking. MTV EXIT reaches 300 million households in 
25 different countries and is translated into 10 different 
languages.40 

A number of IT initiatives to increase information shar-
ing and coordination among antitrafficking nongovern-
mental organizations, government organizations, and 
other groups in southeast Asia have been supported by 
the Asia Foundation, itself a nongovernmental organiza-
tion.41 One such initiative is building a human trafficking 
Web portal to link the different antitrafficking organiza-
tion throughout Thailand, Cambodia, and Laos. Non-
governmental organizations working in rural areas track 
missing persons, while nongovernmental organizations 
working in cities, which are often the destination of traf-
ficked persons, maintain lists of victims seeking help. 
More information sharing between these groups could 
help resolve missing person cases and help victims of 

trafficking contact their families. Using a single, compre-
hensive missing persons website allows nongovernmental 
organizations to be more effective and find local organiza-
tions to help victims adjust when they return home.42 

Another antitrafficking project in southeast Asia is the 
United Nations Educational, Scientific, and Cultural Orga-
nization’s (UNESCO) Social Sentinel Surveillance Project. 
This project is linked to a geographic information system 
(GIS)—an information system for capturing, storing, analyz-
ing, managing, and presenting geographically referenced 
information. The Social Sentinel Surveillance Project trains 
villagers, local nongovernmental organizations, and health 
workers in China, Myanmar, and Laos to collect and report 
information on the migration of local women and children in 
their community at risk for trafficking. Similar data are col-
lected from interviews with sex workers in Thailand, and all 
of the data are geocoded. Thus, researchers can use a GIS 
program to analyze the data and better understand how 
victims are trafficked, to understand migration patterns, to 
predict areas of high risk based on socioeconomic factors, 
and to determine which interventions are most effective.43 

Nongovernmental organizations need reliable data to 
raise awareness and convince policymakers of the need 
to direct resources to the problem of human trafficking. 
Unfortunately, because of mistrust between communities 
and law enforcement, victims may be reluctant to report 
trafficking. In Cambodia, the Cambodian Women’s Crisis 
Center is developing a database to collect and track infor-
mation on the nature and scope of trafficking.44 Similarly, 
the International Organization for Migration collects data 
on the victims it assists in the Counter-Trafficking Module 
Database. UNESCO has created a Trafficking Statistics 
Project website with the goal of assembling a comprehen-
sive database of trafficking statistics and their correspond-
ing methodologies.45 
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programs require participants to cease using drugs or 
alcohol for the duration of their rehabilitation pro-
gram. Traditional drug and alcohol testing involves 
supervised urine collection which must then be sent 
to a laboratory for analysis. There are new technolo-
gies that provide a more cost-effective alternative to 
this approach. One example is an alcohol-testing de-
vice that uses near infrared spectroscopy to measure 
an individual’s alcohol level by examining a subject’s 
inner forearm. Unlike traditional alcohol testing, 
this testing device can be used without supervision 
because the device uses biometrics to authenticate 
each person during the reading.49 Another technol-
ogy that counties in California have used to ensure 
that offenders in diversion programs are attending 
drug treatment counseling and parole meetings is 
a small plastic card embedded with the defendant’s 
pertinent treatment information. County judges can 
easily monitor which offenders are meeting their ob-
ligations and which ones are not.50 

Other IT-enabled devices can be used to make it 
harder for at-risk offenders to engage in criminal be-
havior. Although offenders’ driving privileges are of-
ten suspended or restricted to reduce their threat to 
the community, studies have found that as many as 
75 percent of all drivers with suspended licenses con-
tinue to drive.51 Ignition interlock devices can pre-
vent individuals from driving their cars if they have 
been drinking. An ignition interlock device requires 
the driver to blow into the device before starting the 
car; if the device detects a blood alcohol concentra-
tion in the driver above a certain threshold, then 
the car will not start. To help prevent cheating, the 
device continues to request additional samples from 
the driver at random intervals. An ignition interlock 
device also can be a useful tool to allow offenders 
to regain their driving privileges. In Ontario, for ex-
ample, all individuals convicted of an impaired driv-
ing offense are required to have an ignition interlock 
device installed on their personal vehicles for a mini-
mum of one year to retain their driving privileges; 
such individuals must pay for the cost of the device 
and bring the vehicle in for routine inspections.52 

Other forms of remote monitoring are red light 
cameras and speed sensors to combat unsafe driving 
practices such as running red lights, speeding, and 
aggressive driving. Red light cameras have been de-
ployed at dangerous rural and urban intersections to 

help reduce accident rates. Studies have found that 
equipping intersections with such cameras results 
in a decrease in right-angle crashes, accompanied 
by a fairly equal increase in rear-end crashes. (The 
increase in rear-end crashes may result because driv-
ers are more likely to stop at a red light when it is 
equipped with a camera.) The net benefit of install-
ing red light cameras is positive, however, because 
the injuries from rear-end crashes tend to be less se-
vere than injuries from right-angle crashes.53 In fact, 
using red light cameras reduces the total number of 
crashes with injuries by 25 to 30 percent.54 

Remote-monitoring systems such as red light 
cameras and speed sensors to combat unsafe driving 
practices such as speeding and aggressive driving are 
important for two reasons: they stretch public safety 
funds further since police do not have to be engaged 
in this kind of routine work and they make people 
more aware that they will be more likely to be fined 
if they violate traffic laws. Government officials de-
sign smart traffic system not just to be punitive but 
also to promote safe driving. 

Many remote-monitoring technologies target 
speeding. One in three traffic fatalities in the United 
States occurs because of speeding, and annually more 
than half a million people are injured.55 Technologies 
like variable speed limit signs can automatically ad-
just the speed limit according to traffic flows, adverse 
weather conditions, or the presence of construction 
workers to improve driving safety.56 In Herndon, 
Virginia, a speed-detection unit is connected to a 
traffic signal, so that if a vehicle is speeding, then the 
traffic signal will turn red; a street sign provides driv-
ers advanced warning so they know that speeding 
will not get them to their destination any faster, thus 
promoting safer driving behavior.57 

Digital Video Surveillance
For many years, law enforcement officers have used 
video surveillance—typically in the form of analog 
closed-circuit television (CCTV) cameras—to re-
motely monitor public places. Recently, however, 
police departments have been able to take advantage 
of the low cost of digital video cameras and wireless 
networks to develop large-scale, network-enabled 
video surveillance systems that allow officers to 
monitor high-quality video feeds and control mul-
tiple surveillance cameras in real time from a remote 
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location. Wireless video cameras serve both as a de-
terrent to crime and as a tool for detecting and in-
vestigating crimes. Police departments can take ad-
vantage of the wireless cameras’ portability and easily 
move the cameras to new locations to target crime 
hotspots. The initial results from many of these In-
ternet Protocol (IP)-based video surveillance systems 
have been impressive. In Dallas, Texas, for example, 
the police department installed 40 IP-based digital 
video surveillance cameras in the city’s central busi-
ness district. The Dallas police department reported 
a 12 percent drop in crimes and a 9 percent increase 
in arrests in the first year after implementation of 
the system.58 

There have been several high-profile projects that 
combined face-recognition systems with video sur-
veillance to automatically identify individuals in a 
crowd, including projects at Boston Logan Airport, 
Keflavik Airport in Iceland, and the 2001 Super 

Bowl XXXV in Tampa, Florida. The objective with 
these systems was to have the CCTV cameras capture 
faces in a crowd so that they could then be matched 
to a database of known terrorists, criminals, and oth-
er wanted individuals. The projects had mixed suc-
cess. In Tampa, the police department identified 19 
people at the Super Bowl with outstanding warrants; 
however, it later decided to scrap a larger neighbor-
hood surveillance program because the program did 
not make one match during a two-year pilot test 
of suspected criminals and runaway children.59 In 
a three-month test of the system at Boston Logan 
Airport, the system correctly detected volunteers 
153 times but failed 96 times.60 Other airport trials 
combining face-recognition systems with video sur-
veillance yielded similar results or were abandoned 
because of a high rate of false-positives.61 Neverthe-
less, researchers expect performance of such systems 
to improve as the technology advances. 

One of the largest deployments of CCTV cam-
eras deployed throughout the nation, with over 4.2 
million cameras, is in the United Kingdom.62 In 

Birmingham and parts of London, British police 
have added face-recognition technology to CCTV 
systems to help combat crime. Although tests have 
found that the face-recognition technology failed to 
detect individuals on an alert list, the systems them-
selves have served as a deterrent to crime, and crime 
rates have dropped as much as 40 percent.63 The 
CCTV systems were used by British investigators to 
investigate and identify the terrorists involved in the 
2005 London subway bombings.64 They have also 
provided valuable evidence to prosecute individuals 
accused of plotting to bomb the London subway.65 

The police in the United Kingdom have extended 
the capabilities of video surveillance by adding auto-
matic license-plate-recognition technology to track 
vehicles’ movements. As digital cameras snap photo-
graphs of cars in transit, a computer logs each vehi-
cle’s license plate number along with the time, date, 
and location. A computer can then crosscheck these 

vehicles against police databases to verify that the ve-
hicle has not been stolen, its tags are up to date, and 
it has insurance. Police expect the central database to 
be able to process up to 100 million plates per day.66 
Police in Seattle, Washington, use a similar technol-
ogy in car-mounted cameras that alerts police offi-
cers if a nearby vehicle is stolen or on a watchlist. 
These cameras are capable of processing up to 1,000 
license plates per hour.67 The results can be dramatic: 
in 2007, a police officer in San Jose, California, ar-
rested a suspect for kidnapping and forcible child 
molestation after his automatic license plate recog-
nition system alerted him that the vehicle was stolen 
and used to kidnap a 12-year-old girl a day earlier. 
Had the system not been in place, the officer would 
probably never have stopped the suspect.68 

Better Crime Analysis
IT allows police departments to better understand 
crime trends, manage their staff and resources and 
engage with their community.69 Police departments 
of all sizes have adopted the CompStat manage-

Red light cameras have been deployed at dangerous rural and 
urban intersections; using these cameras reduces the total  

number of crashes with injuries by 25 to 30 percent. 
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ment approach pioneered by the New York Police 
Department (NYPD).  They use IT to collect and 
analyze crime and police data, then report on trends 
to gain better intelligence about crime and resource 
utilization. CompStat helped the NYPD implement 
its “broken windows” theory of policing that small 
crimes lead to big crimes. The CompStat method 
generates clear metrics that police department chiefs 
can use to hold police managers more accountable 
for their performance, validate the effectiveness of 
enforcement tactics, and rapidly respond to emerg-
ing crime trends.70 Furthermore, by using CompStat 
in combination with an effective policing strategy, 
police departments can target specific areas that are 
hotspots for crime. 

One important tool used by police departments 

that have adopted CompStat is crime mapping us-
ing GIS technology. Police departments process large 
amounts of data, with large departments processing 
thousands of crime incident reports every year, and 
the amount of data can be overwhelming. Although 
data from sources such as crime reports provide criti-
cal information, police departments need tools to 
manage the flow of information. Crime mapping uses 
IT to help police officers process crime incident re-
ports by creating a visual representation of the crime 
committed within a certain geographic area over a 
certain time period. When police officers start a new 
shift, therefore, they can quickly review a map of re-
cent crime incidents from their jurisdiction.71 

Other available GIS applications can be used by 
police departments to conduct temporal and spatial 
analyses of crime data to identify trends, track serial 
offenders, and target hotspots for crime prevention. 
A prime example is CrimeStats, a spatial statistics 
software program developed by the National Insti-
tute of Justice, the research arm of the U.S. Depart-
ment of Justice, and made available for free to police 
departments and researchers. Using CrimeStats, po-
lice can better identify high-crime areas and conduct 
geographic-profiling to target serial offenders.72 

Some police departments use gunshot locator sys-
tems to automate the reporting of gunshots and to 
combat gun-related crime. Many times, gunfire goes 
unreported by citizens, especially those who have 
become accustomed to the noise. Yet gun-related 
crime affects the public safety of many communi-
ties. In 2004, 66 percent of the homicides in the 
United States were committed with guns.73 The core 
of the gunshot locator system is a network of wired 
and wireless sensors spread across a city or along a 
highway. When gunshots are fired, the system can 
analyze the acoustics to determine the precise lo-
cation of the shooting and even the direction the 
shooter is moving. The sensing system is integrated 
with mapping tools to provide law enforcement real-
time visual information about gunfire within a cer-

tain geographic area. When gunshots are fired, the 
system immediately transmits this information to a 
response center, allowing police to respond within 
minutes. The real-time alerts provided by gunshot 
locator systems improve the ability of police to ar-
rest criminals and provide medical aid to gunshot 
victims. After installing a gunshot locator system in 
Los Angeles County, the sheriff’s department found 
that citizens were reporting only about 11 percent 
of gunfire that occurred. The information provided 
by the gunshot locator system allows police depart-
ments to better patrol gun crime hotspots and to tar-
get these areas with antigun programs.74 

Responding to Crime

Communities want safe neighborhoods with low 
crime rates, and they have overwhelmingly turned to 
IT for solutions. When criminals strike, police need 
the tools necessary to provide an effective response. 
By using IT, a police force can be more productive, 
solve more crimes, and better protect the lives and 
property of the public. Law enforcement agents rely 
extensively on IT for criminal investigations, hazard-

Police use crime mapping software to process crime reports and 
create a visual representation of the crime committed within a 
certain geographic area over a certain time period.
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ous operations, and communication networks.

Biometrics and DNA in Law Enforcement
Biometric information for uniquely recognizing hu-
mans based upon one or more intrinsic physical traits 
includes fingerprints, images of the face, iris and ret-
ina, voiceprints, and DNA. Criminal investigators 
have long relied on biometric measurements such as 
fingerprints to identify suspects using evidence from 
a crime scene. Such information has served investi-
gators in two ways: allowing them to verify that a 
known suspect was at the scene of a crime and help-
ing them identify suspects on the basis of biometric 
evidence found at the scene.

In recent years, IT has taken biometric identifica-
tion to an entirely new level. Using programs such 
as the Automated Fingerprint Identification System, 
for example, investigators can collect a set of finger-
prints at a crime scene electronically using a mobile 
device and then compare them against a database 
of millions of fingerprints within seconds. Further-
more, biometric data such as fingerprints, images of 
the face, iris, and retina are increasingly collected by 
governments when they issue identification cards or 
passports. Consequently, criminal investigators now 
have national and international databases of digital 
biometric data at their disposal to search for and 
identify suspects. 

For convicts, some countries collect biometric 
data such as DNA samples, which are more informa-
tion-rich (i.e., have more distinguishing characteris-
tics) than other biometric identifiers.75 The United 
Kingdom, for example, has established a national 
DNA database, and police can collect DNA samples 
from any individual arrested for a crime just as they 
can collect fingerprints and mug shots.76 France is 
working on a similar project to establish a national 
DNA database to track and identify terrorists and 
criminals.77 

DNA has become an important link in the crimi-
nal justice system to solve crimes, identify missing 
persons, and protect the innocent. In the United 
States, for example, there have been 155 post-convic-
tion exonerations using DNA evidence since 2000.78  
In addition, DNA can help law enforcement solve 
“cold” cases, thereby helping catch criminals who 
have managed to escape justice. New technology 
allows investigators to generate DNA profiles from 

existing evidence; and growing DNA databases give 
law enforcement officials a better chance of catch-
ing the criminal.79 This approach helped identify the 
perpetrator of a series of brutal attacks and murders 
in North Carolina that had gone unsolved for over a 
decade. At the time of the crime, forensic DNA evi-
dence indicated all of the crimes were committed by 
the same individual, but the police did not have any 
suspects. Ten years later, the police found a match to 
the DNA collected at the crime scenes after taking 
a routine DNA sample from an individual arrested 
for a shooting incident. When confronted with the 
DNA evidence, the suspect confessed to the attacks, 
thereby solving the case.80 

Making it more difficult for criminals to assume 
false identities or fraudulently obtain government 
identity cards makes it easier for law enforcement 
officials to solve crimes and track criminals. Many 
governments and organizations have adopted IT to 
produce more secure identification cards to reduce 
the risk of fraud and forgery. As previously noted, 
many governments are now using e-passports to help 
secure borders. In addition, many governments have 
adopted sophisticated national or state identification 
smart cards that store biometric information such 
as a digital photograph, fingerprint, or retinal scan 
that makes it possible to definitively associate a par-
ticular person with an identity (name, date of birth, 
passport number, etc.). Imposters cannot conduct 
fraudulent transactions with a stolen ID card with 
biometric information, and criminals cannot assume 
fake identifies because their biometric signature will 
not match the one stored on the card. 

The world’s first smart national ID card is the 
MyKad developed in Malaysia. Developed by sev-
eral agencies, including the Malaysian Road Trans-
port Department, the Royal Malaysian Police, the 
Immigration Department, and the Ministry of 
Health, Malaysia’s compulsory national ID card is 
designed to be a single authentication token for use 
in transactions with both government entities and 
private businesses.81 Each smart ID card contains 
encrypted information about its owner, including e-
cash balance, health information, driver’s license in-
formation, passport information, and biometric data 
including fingerprints and a photograph. Malaysian 
citizens and permanent residents can use their smart 
ID card for many applications, including e-com-



124

Digital Quality of Life

merce transactions, e-banking, health care, and the 
use of public transportation.82 Hong Kong has is-
sued smart ID cards since 2003.83 Spain moved to 
electronic IDs with biometrics in March 2006. For 
Spain, one of the principal goals of moving to elec-
tronic IDs was to create a secure platform for elec-
tronic signatures for everything from e-government 
to e-commerce.84 Using electronic signatures allows 
individuals to complete legally binding transactions 
online (e.g., to sign a tax return).

Robotics in Law Enforcement
Law enforcement agencies use IT-enabled robots for 
a variety of tasks to assist officers and reduce their 
exposure to hazards. IT-enabled robots can be used 
by special weapons and tactics (SWAT) teams and 
bomb squads in dangerous operations to reduce 
the risk to human life. Law enforcement agencies 
around the world use robots for surveillance, the 
handling of hazardous materials, and bomb disposal. 
Law enforcement agents in the United Kingdom, for 
example, have relied since the 1970s on robots for 
bomb disposal in combating violence in Northern 
Ireland.85 Robotic technology continues to advance 
and today’s robots are portable, battery-powered 
wireless devices equipped with video cameras, mi-
crophones, and remote-controlled robotic arms. In 
fact, today’s robots can climb stairs and curbs, open 
car doors, inspect under vehicles, and safely detonate 
explosives.86 

Crime Scene Mapping
Crime scenes provide valuable information to help 
investigators solve crimes and prosecute cases. In 
the past, investigators have had to rely principally 
on two-dimensional drawings and photographs of 
crime scenes. A new technology called high-defini-
tion surveying relies on lasers and digital cameras 
to rapidly construct a detailed, three-dimension-
al computer model of a crime scene or accident. 
High-definition imaging systems provide two main 
benefits: they help investigators solve crimes and 
determine fault, and they help prosecutors explain 
a crime to the jury. The imaging systems work au-
tomatically: investigators set up the device in the 
middle of the crime scene, and the system auto-
matically scans the surrounding environment. The 
imaging systems can be used indoors or outdoors, 

regardless of the amount of visible light, for survey-
ing environments as small as an apartment or as 
large as a city block. Using such an imaging sys-
tem, investigators can see exactly where evidence 
was found, zoom in on different locations, and ma-
nipulate the viewing angle to see the scene from 
any perspective. Thus, for example, a prosecutor 
can show members of the jury exactly what a wit-
ness would have seen looking into a building from 
the outside. Investigators can also create forensic 
animations to reconstruct a crime to better visual-
ize a sequence of events.87  

Empowering Communities  
and Victims of Crime
Police departments use a variety of IT-based tools 
to empower communities and victims of crime. In 
addition to using crime mapping for internal opera-
tions, police use crime mapping to share informa-
tion about crime with the public. In Portland, Or-
egon, for example, the police department created a 
public version of its interactive crime-mapping tool 
and made it available to the community on a web-
site. Citizens can use the website to generate maps of 
crime reports from the past 12 months; they can also 
sign up to receive custom alerts when certain crimes 
are committed near a given address. Police depart-
ments use crime-mapping tools on the Internet to 
alert the community to crimes, engage the public 
in solving problems, and ensure accountability for 
public safety efforts.88  

Other IT-enabled tools are used to alert commu-
nity members to possible threats, such as from likely 
repeat offenders. As an example, many communities 
require sex offenders to register in public databases 
so neighbors can remain vigilant against any dangers 
and take any necessary precautions. In addition, as 
of 2008, 34 states in the United States have some 
type of a statewide, automated victim notification 
system.89 Victims and witnesses of a crime can regis-
ter on such systems to receive alerts about the status 
of a particular inmate. IT-enabled victim notifica-
tion systems make it easier for victims to be notified 
when an offender is released, transferred, or escapes 
from jail so that they can take steps to protect them-
selves. Such systems also offer psychological comfort 
to victims because they know they can access the 
state’s prison inmate database online and reassure 
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themselves that a particular inmate is still in jail.

Making Law Enforcement More Transparent
Using IT, government can make many aspects of 
law enforcement more transparent. Beyond allowing 
law enforcement officials to collect and analyze large 
amount of data, IT also allows this information to 
be shared with the public. Police departments that 
have computerized their incident and arrest reports 
can more easily share their data with nonprofit orga-
nizations and journalists. Using these data, research-
ers can monitor police performance and analyze 
the data for evidence of impropriety such as racial 
profiling. One city newspaper, for example, analyzed 
480,000 incident reports from the Toronto Police 
Service’s Criminal Information Processing System 
and reported evidence of racial profiling for certain 
charges and harsher treatment for offenders based on 
race.90 Sharing data on incidents and arrests to the 
public can help police departments end improper 
practices and thereby build trust in the community.

Many police departments use electronic audio 
and video recording to create more transparency in 
the criminal justice system. Electronic recordings of 
police interrogations can provide valuable evidence 
to ensure the conviction of the guilty and provide an 
objective record. Studies have found that as many as 
25 percent of false convictions can be at least partial-
ly attributed to wrongful confessions.91 Electronic 
recordings can help protect the innocent and ensure 
that the true criminals are punished, help defend po-
lice against false accusations of impropriety, and help 
ensure justice for victims of police brutality.92 

Although police departments have used video 
and audio records for many years, the recent move 
to digital video allows greater and more effective use 
of video technology. Digital video allows law en-
forcement officers to easily catalogue, archive, and 
share evidence among investigators. As an example, 
multiple police officers can monitor live streaming 
video of a police interrogation from their desktop 

computers or quickly access previous police tapes to 
review evidence. In addition, given the ever-increas-
ing storage capabilities of today’s computers, police 
departments can more easily store large amounts of 
digital video. This means that police departments 
can deploy video cameras widely throughout their 
operations. The use of car-mounted digital cameras, 
for example, ensures that citizens have a record of 
police encounters and can help improve community 
relations between police departments and the resi-
dents they protect.93 

Finally, the IT revolution has equipped citizens 
with new tools to improve accountability in law en-
forcement. With so many cell phones now equipped 
with digital cameras, when a crime occurs witnesses 
are more likely to be able to provide digital evidence. 
Countless examples abound on the Internet of indi-
viduals who recorded questionable police action via 
a digital camera. In 2006, three separate incidents in 
Los Angeles were caught on video by ordinary citizens 
during a single week showing alleged police brutality.94 
Website like YouTube and CNN’s iReport allow any 
individual with a camera to quickly share a video or 
photographic record with the media and the public.

Facilitating Emergency  
Communications 

During an emergency, robust, flexible, mobile com-
munication is essential to enable first responders 
such as police, fire, and emergency medical services 
to communicate with other emergency workers and 

coordinate their response. Unfortunately, many ex-
isting communications networks, including cellular 
phone networks, do not offer enough bandwidth or 
reliability for emergency communications and can 
be overloaded by subscribers during an emergency. 
Challenges related to interoperability can hamper 
interjurisdictional emergency response efforts. And 
good communications networks in rural areas may 

High-definition surveying relies on lasers and digital cameras to 
rapidly construct a detailed, three-dimensional computer model 

of a crime scene or accident. 
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be destroyed during an emergency or nonexistent.95 
IT is helping to address these issues. 

Public Safety Networks
To help their communities better prepare for an ef-
fective emergency response to accidents and natu-
ral disasters, many municipalities have developed 
state-of-the-art, regional public safety networks to 
protect the lives of first responders and the citizens 
they serve. Many technologies can be used for cre-
ating public safety networks including cellular, mu-
nicipal wireless, satellite and existing analog televi-
sion spectrum.96 

Public safety networks enable public safety work-
ers to use traditional voice communication but also 
allow them to access online resources and connect 
network-enabled devices. Thus, for example, police 
officers on patrol can use a wireless network to ac-
cess the FBI’s National Crime Information Center in 
the field to look up in real time fingerprint records, 
mug shots, and criminal histories.97 Similarly, police 
officers can connect to their local police department 
network to complete routine tasks such as submit-
ting crime reports and issuing traffic citations. Fire-
fighters can use public safety networks to check traf-
fic patterns and find driving directions on the way to 
a fire. Also important to firefighters is the availability 
of electronic building plans. Companies such as Be-
Safe Technologies work with schools, governments, 

corporations, and residential communities to pull 
together—and when necessary generate anew—
all the relevant information about buildings (floor 
plans, location of utility boxes, entries, etc.), then 
make that data available through an online interface 
accessible to emergency personnel. That way, when 
an emergency happens, the first responders will have 
all the information they need to know about a build-
ing, including real-time information like which fire 
alarms were set off, so that they do not have to enter 
a potentially dangerous situation blindly.

One pilot project in the United Kingdom dem-

onstrated the benefits of a broadband mobile net-
work for public safety. Using existing cellular net-
works, officers could access the police department 
network and stream video to headquarters.98 In the 
United States, cities including Portland, Oregon, 
have achieved high levels of reliability and scal-
ability in their public safety networks by using the 
architecture of a wireless mesh network. Wireless 
mesh networks use many nodes that act as both 
an access point for clients and part of the backend 
network routing infrastructure. This architecture is 
highly resilient to node failures, for example from 
bad weather, and allows city planners to easily in-
crease capacity to meet new demand by adding 
more nodes. In addition, mesh networks can use 
network management techniques to ensure quality 
of service levels in an emergency for high-priority 
network traffic.99 

The rise of Internet-enabled cameras has also 
enabled first responders to access more informa-
tion when responding to emergencies in build-
ings because they can see what is happening on 
the ground even before sending in the initial team 
to determine the appropriate response and where 
the trouble areas are. Furthermore, the growing 
prevalence of high-bandwidth wireless connectiv-
ity means that such cameras can be accessed while 
on the move from inside police cars, firetrucks, 
and ambulances.

The Emergency Alert System
The Emergency Alert System (EAS) is a national 
public warning system in the United States that 
was put into place to give the U.S. president the 
ability to communicate with the American public 
in the event of a national emergency. State and lo-
cal officials can use the EAS to address emergen-
cies in their specific areas. Because traditional two-
way communication networks can quickly become 
overloaded in a major emergency, the government 
must rely on broadcast networks to communicate 
with the public. The EAS is a public warning sys-

Police officers on patrol can use a wireless network to access 
the FBI’s National Crime Information Center in the field to look 
up fingerprint records, mug shots, and criminal histories. 
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tem for all broadcasters, including television, radio, 
and cable and satellite services. To allow the secure 
transmission of alerts in various formats, including 
text, audio, and video, the Federal Communications 
Commission (FCC) has defined a special messaging 
protocol to use on the EAS.100 The FCC requires all 
participating broadcasters to have dedicated equip-
ment that will automatically receive, decode, and 
retransmit messages sent through the EAS.  It also 
requires that all EAS equipment be tested weekly. 
The National Weather Service uses the EAS to dis-
tribute emergency weather information to the pub-
lic, and state and local officials use the EAS to dis-
tribute local emergency information.101  

Currently, one important use of the EAS is to 
help locate missing or abducted children. State and 
local law enforcement can use the emergency alert 
system to broadcast an AMBER (America’s Missing: 
Broadcasting Emergency Response) Alert to law en-
forcement and the media about a child abduction. 
The AMBER Alert system facilitates the rapid dis-
tribution of information on a child abduction to the 
public so members of the community can assist in 
the search and recovery of the child. AMBER Alert 
information includes descriptions of the child, ab-
ductor and any information about the abductor’s ve-
hicle. Television and radio stations voluntarily alert 
their audiences to the information and electronic 
highway billboards display the alerts for drivers. All 
cell phone subscribers can also register to receive 
geographic-specific AMBER Alerts as text messages 
on their cell phones.102  

A new initiative, AmberView, would provide a tool 
to broadcast an abducted child’s image to law enforce-
ment, the media, and the public. Through this ini-
tiative, on the annual school picture day, parents can 
consent to having a high-quality digital photograph 
and updated biographical and physical information 
about their children stored in a secure database. In the 
event of abduction, law enforcement officials can use 
the digital image in this database to quickly distribute 
the missing child’s photograph.103 

The next generation of EAS is the Integrated Pub-
lic Alert and Warning System (IPAWS), which will 
allow the transmission of alerts through multiple de-
vices, including cell phones, pagers, radio, personal 
digital assistants (PDAs), road signs, and personal 
computers. IPAWS will also allow alerts to be sent 

in a variety of formats and languages, including in 
American Sign Language and Braille.104 

Other Emergency Communications Systems

Enhanced 911. IT is especially vital to the commu-
nications networks that are the key to a successful 
emergency response to accidents and natural disas-
ters.105 In the United States and Canada, IT is used 
in location technology that enables emergency ser-
vices to locate the geographic position of the caller—
called enhanced 911 (or e-911). E-911 automatically 
associates an address with the caller’s phone number 
and directs the call to the nearest Public Safety An-
swering Point (a county- or city-controlled agency 
responsible for answering 9-1-1 calls for emergency 
assistance from police, fire, and ambulance services). 
The dispatcher sees the caller’s address immediately, 
saving the precious time it used to take to recite and 
enter that information and overcoming situations 
where the caller may be unable to provide their ad-
dress because they do not know it or are distracted 
by the emergency.106 This basic concept of e-911 has 
expanded into a second phase that uses either tri-
angulation between cellular towers or the GPS ca-
pabilities built into many mobile phones to do the 
same routing for mobile callers. Thus, e-911 allows 
emergency personnel to find callers wherever they 
might be.

Websites and Wikis. IT also empowers commu-
nities to organize and respond to emergencies and 
natural disasters. Many communities have used the 
Internet during an emergency to coordinate recov-
ery efforts and match the many individuals request-
ing aid to offers of assistance. After Hurricane Ka-
trina hit Louisiana and Mississippi in the summer 
of 2005, websites such as Craigslist provided each 
community an open forum to exchange ideas and 
information. Animal rescue organizations used the 
Internet to locate pet owners, find new homes for 
animals, and reach out to donors. Volunteers work-
ing around the world established the KatrinaHelp 
Wiki as a clearinghouse for information on multiple 
recovery efforts. One major initiative, the Katrina 
PeopleFinder project, aggregated data about survi-
vors from multiple sources into a single repository 
using an interoperable XML standard called the 
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People Finder Interchange Format. Volunteers could 
sign up to manually input data into the repository 
from unstructured data sources gathered by relief 
agencies, newspapers or employers. By harnessing 
the power of the Internet, volunteers were able to 
quickly enter data for over 640,000 Katrina survi-
vors.107 Family and friends could then search this 
database to find missing loved ones.108 Other proj-
ects on the wiki helped victims find shelter, access 
health care, receive government assistance, and find 
jobs.109 

Microblogging. Microblogging is another IT-en-
abled tool to help disseminate information during 
emergencies and natural disasters. Services such as 
Twitter allow users to post short messages about 
their activities. Although originally built as a tool 
for friends to keep in touch, Twitter has introduced 
a new avenue for finding information in real time. 
Thus, for example, during emergencies like the Cali-
fornia wildfires and the earthquake in China, Twit-
ter has proven its worth as a resource for real-time 
information. In China, news of the earthquake hit 
Twitter even before the U.S. Geological Survey, 
which is charged with giving early warnings about 
earthquakes, had any information on its website.110 
In California, when local news was overwhelmed 
and national news could only provide scant details, 
residents turned to Twitter for information about 
evacuations, meeting points, and places to gather 
supplies.111 In both instances, because locals were 
microbloggers, an organic network of news gather-
ers came into being, providing real-time updates of 
what was actually happening on the ground, helping 
people react in the safest possible way and, by coor-
dinating response efforts, likely saving lives.

Text Messaging. IT is revolutionizing the way hu-
manitarian organizations provide relief in develop-
ing countries. As noted earlier, websites are increas-
ingly used to facilitate communications during 
emergencies. Thus, it is not surprising that the Unit-
ed Nations’ humanitarian affairs office has opened 
up a website called ReliefWeb. This website for the 
humanitarian relief community allows aid workers 
across the world to get up-to-date maps and data on 
emergencies and disasters around the world—every-
thing from flooding to refugee migration.112 Indi-

viduals affected by natural or other disasters can also 
use IT to obtain aid. In north Kenya, for example, 
a refugee with access to a mobile phone sent a text 
message to United Nations officials noting the lack 
of food in his camp.113 Officials responded by in-
creasing food distribution. 

Humanitarian aid agencies are using IT in their 
operations both for emergency communications and 
to exchange information about supplies and deliver-
ies.114 Moreover, governments are beginning to see 
the value of using IT to reach their citizens before 
disaster strikes. The government of Sri Lanka, for ex-
ample, has an early-warning system that sends short 
message service (SMS) messages to every mobile 
phone in an area at risk of flooding.115  

Coping with Accidents  
and Natural Disasters 

Governments and nongovernmental organizations 
are using IT to predict, respond to, and manage 
accidents at dangerous facilities, as well as natural 
phenomena such as hurricanes, wildfires, tsuna-
mis, and landslides. Using satellite images, aerial 
photographs, and on-the-ground inspections, such 
organizations can locate populations in dangerous 
or environmentally unstable places and determine 
how to respond after disaster strikes.116 The Respond 
Project, for example, used geographic information 
system (GIS) data on India and Sri Lanka after the 
2004 tsunami to plan improvements in preparedness 
and prediction.117 Similarly, a United Kingdom char-
ity, MapAction, responded quickly to several disas-
ters by providing mapping and GIS experts to iden-
tify key facilities such as hospitals, food warehouses, 
and roads. These data were incorporated into digital 
maps and distributed to relief organizations working 
in the areas.118 

Preventing and Dealing with Accidents 
Even with comprehensive security controls at dan-
gerous sites such as chemical plants, nuclear power 
plants, and refineries, use comprehensive security 
controls, no site is immune to all accidents. When 
accidents occur at such sites, one goal of emergency 
responders is to determine if the disaster has created 
any new threats. In the United States, the National 
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Atmospheric Release Advisory Center (NARAC) 
monitors the release of hazardous material into the 
atmosphere. NARAC provides tools to model and 
predict the spread of airborne particles from nuclear, 
radiological, chemical, biological, or natural emis-
sions. NARAC has developed a distributed system 
that provides three-dimensional modeling of hazards 
using geographic data and real-time weather infor-
mation. Using this system, emergency responders 

can produce initial predictions within minutes and 
then refine these predictions as new data becomes 
available from the field. NARAC also provides a tool 
to map the spread of hazards so emergency workers 
can notify and protect the affected communities.119 

Other tools allow researchers to spot and prevent 
human-made disasters before they happen. Aviation 
experts working for airlines, for example, regularly 
comb through large amounts of data collected from 
computer records of daily flights and pilot incident 
reports to spot potential hazards, such as areas on 
the ground or in the air at higher risk of collision. 
In the United States, the Federal Aviation Admin-
istration has even launched a data-mining effort to 
detect anomalies in data recorded in-flight, includ-
ing airspeed, pitch angles, engine temperatures, and 
movements. These efforts ensure that aviation ex-
perts can learn lessons not only from past mistakes 
but also from “near misses” that might reveal some 
safety flaw.120 Engineers similarly use IT to study 
and improve the structural integrity of buildings 
and bridges. To study the impact of earthquakes on 
building materials, one university research group at 
SUNY Buffalo built a complete two-story house on 
top of an earthquake simulator. The researchers then 
collected data from 250 sensors spread throughout 
the house and a series of video cameras. Analyzing 
these data will enable engineers to construct more 
stable buildings.121 

Forecasting Hurricanes
Hurricanes can be incredibly deadly and destructive 

through a combination of high winds, heavy rain, 
and large waves. Public officials can mitigate some 
of the loss of life and destruction from a hurricane 
if they can accurately predict the hurricane’s size and 
wind speed and when and where the hurricane will 
make landfall. 

Advances in IT have enabled the collection of 
more precise hurricane data. Much of the informa-
tion used to track hurricanes in the United States 

comes from the Doppler radar network established 
in the 1980s by the National Oceanic and Atmo-
spheric Administration (NOAA). In addition, fore-
casters use geostationary weather satellites to obtain 
measurements of hurricane activity and intensity, 
even in remote ocean areas.122 To get more detailed 
information, scientists fly special aircraft into or 
around the storm to take precise measurements 
about the structure and intensity of the hurricane. 
In addition, the scientists release GPS-enabled drop-
windsondes, special instruments deployed from the 
aircraft that drift down on a parachute measuring 
vertical profiles of pressure, temperature, humidity, 
and wind as they fall to the earth, and then radio 
the information back to the scientists.123 A new tech-
nique, recently developed by NOAA has found that 
computer models can accurately predict a storm’s in-
tensity from sound sensors as a hurricane moves in 
the ocean.124 

Once forecasters collect hurricane-related data 
from radar and satellites, they can use computer mod-
els to predict a hurricane’s movement. Much of the 
impact of a hurricane comes from coastal and inland 
flooding, particularly flooding caused by the storm 
surge. Forecasters use tools such as the Sea, Lake, and 
Overland Surges from Hurricanes (SLOSH) model 
to make precise predictions about flooding based on 
the latest hurricane data information and information 
about the coastal terrain. Such models allow public 
officials to warn and evacuate communities who are 
most likely to be impacted by a hurricane.

Forecasters use software tools to make precise predictions 
about flooding based on the latest hurricane data information 

and information about the coastal terrain. 
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Predicting and Responding to Wildfires
Wildfires ravage thousands of acres of land every 
year, destroying homes and businesses and killing 
firefighters, civilians and wildlife. Scientists use IT 
to help them better predict, manage, and respond 
to wildfires. They can use dynamic data-driven com-
puter models, for example, to predict a wildfire’s 
progression and help firefighters determine the best 
response. The mechanics of a wildfire are enormous-
ly complex and can be influenced by anything from 
the weather to the chemistry of the fuel. To accurate-
ly predict wildfire behavior, computer models must 
consider many complex processes and incomplete 
data sets, a challenge to which today’s supercomput-
ers are finally able to respond.125 

Scientists collect data for wildfire modeling from 
satellites, aerial photography and surveying, and re-
mote sensors. Remote sensors that can survive low-
intensity fires, such as Web-enabled surveillance 
cameras and fixed autonomous sensors for detecting 
environmental conditions, offer the potential for 
real-time updates to firefighters.126 Such remote sen-
sors can collect measurements such as temperature, 
wind direction and speed, and moisture levels; send 
this data to be processed by a computer; and then 
transmit wildfire prediction maps to the handheld 
computers of firefighters on the ground.127 Wild-
fire prediction information sent to their handheld 
computers can help firefighters on the ground avoid 
injury from changing wildfire conditions and allow 
them to evacuate the most threatened areas.

Geographic information systems (GIS) also en-
able better data collection and representation. By 
making it possible to associate data points with 
specific spatial locations on Earth, GIS make it pos-
sible for scientists to more accurately model wildfire 
behavior and visually represent wildfire predictions 
on maps such as Google Earth. Firefighters on the 
ground are also making use of GIS to coordinate 
and improve their response. Firefighters can use GIS 
to quickly locate resources such as water or identify 
locations at risk such as schools.128 Special technol-
ogy exists for firefighters to help them locate each 
other on the scene of the fire and to better monitor 
firefighters’ vital signs and locations. This technol-
ogy facilitates communications between firefighters 
and the command center.129 In addition, firefighters 
can use handheld computers to record environmen-

tal factors, run hydraulic calculators, and predict fire 
behavior. They can also use handheld computers to 
consult electronic medical references and emergency 
translators for access to common medical phrases.130  
Finally, firefighters and ambulance drivers can use 
GPS to get to locations where they are needed and 
to locate the nearest hospital.

Detecting Tsunamis in Time  
to Provide Warnings
Events such as volcanic eruptions, landslides, earth-
quakes, or even impacts by an asteroid can rapidly 
displace water to trigger massive ocean waves known 
as tsunamis. The devastating power of tsunamis was 
brought to light in 2004 when an earthquake off of 
the coast of Sumatra generated a tsunami in the In-
dian Ocean that resulted in the deaths of 230,000 
people and displaced millions.131 The hardest hit 
countries were Indonesia, Sri Lanka, India, and 
Thailand.

Tragically, the fact that the Pacific Tsunami Warn-
ing Center lacked some of the newer tools to accu-
rately predict the risk of a tsunami hampered early 
warning efforts for the 2004 tsunami. Using seismo-
logical data, the Pacific Tsunami Warning Center 
initially estimated that the tremors only reached a 
magnitude of 8.0 rather than the actual magnitude 
of 9.1. Other computer models could have better 
gauged the magnitude of the tremors. Within two 
hours of the quakes, a computer at Harvard Univer-
sity in Massachusetts accurately predicted the higher 
magnitude of the tremors from the same seismologi-
cal data; unfortunately, however, that computer was 
not equipped to send automatic alerts to the Pacific 
Tsunami Warning Center.132 

Since 2004, public officials have invested in a 
more complete early warning system to detect tsu-
namis and alert coastal areas to a tsunami threat. The 
result is an international Tsunami Warning System, 
a network of seismometers, sea-bottom pressure sen-
sors, and tide gauges that continually monitor, col-
lect, and share data on oceanic activity. In addition, 
coastal areas have invested in better alert systems so 
public officials can quickly notify communities of a 
threat.133 

Predicting Landslides
Landslides pose a serious threat to many urban and 
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