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On May 4, 2010, U.S. Representatives
Rick Boucher (D-VA) and Cliff Stearns
(R-FL) released a discussion draft of leg-
islation governing data privacy.' The leg-
islation would create specific data usage
and handling requirements for nongov-
ernmental organizations that collect, use
or disclose consumer data. Organizations
not following these requirements would
be subject to penalties from enforcement
actions brought forth by the Federal
Trade Commission (F'TC) or by state at-
torneys general and state consumer pro-
tection agencies. The legislation does not
create a private right of action.

As consumer data increasingly is col-
lected and stored electronically, it is im-
portant for Congress to consider the ef-
fect this has on privacy. The discussion
draft provides a welcome opportunity to
explore the best ways of protecting indi-
vidual privacy while avoiding constraints
on business innovation and unintended
negative impacts on consumers. Howev-
er, much of the concern over data privacy
is speculative and consumers have expe-
rienced few, if any, harms because of the
current privacy laws. Before Congress en-
acts new laws, it should first demonstrate
that better enforcement of existing priva-
cy regulations are insufficient to protect
consumers. Enactment of this legislation
as drafted would add yet another layer of
complexity to the existing patchwork of
federal laws regulating consumer privacy,
including the Gramm-Leach-Bliley Act,

the Fair Credit Reporting Act (FCRA),
the Health Insurance Portability and Ac-
countability Act (HIPAA) and the Fair
Debt Collection Practices Act (FDCPA).
Moreover, it represents yet another push
for more government control over the
private sector in the name of protecting
consumers. Too often such legislation
ends up imposing news costs on consum-
ers and limiting innovation and the devel-
opment of new online services.

This is not to say that a federal framework
for consumer privacy would not be use-
ful. However, policymakers should rec-
ognize that consumer privacy should not
come at the expense of beneficial uses of
individual data. For example, some orga-
nizations, such as LegiStorm, which pro-
vides salary information on Congressio-
nal staffers, and OpenSecrets.org, which
tracks money in politics, use personal data
to provide online tools to foster transpar-
ency and public accountability. Other or-
ganizations use consumer data for other
beneficial purposes, such as providing a
service or delivering targeted advertising,

In its current form, the draft legislation
presents many problems including 1) rais-
ing costs for consumers while creating
few benefits; 2) establishing affirmative
consent (“opt in”) requirements for the
collection, use and disclosure of certain
types of information; 3) creating certain
restrictions on behavioral target advertis-
ing; 4) granting the FTC the authority to




establish a security standard to protect consumer infor-
mation; and 5) failing to update privacy laws regarding
government use of digital data. However, one posi-
tive element of this draft legislation is that it includes
a preemption clause so that the proposed federal law
would supersede any state regulations. To be effective,
a federal framework for consumer data privacy should
establish a single, nationwide standard for consumer
privacy thereby reducing regulatory complexity for the
private sector.

BAD: RAISES COSTS FOR CONSUMERS WHILE
CREATING FEW BENEFITS

The draft legislation includes certain provisions that
create unnecessary costs for the private sector which
will be borne by consumers.

First, in an effort to apply the rules not just to the In-
ternet, the draft legislation mandates that, in certain
instances, organizations provide offline notification
of their privacy policy to consumers. The legislation
states, “If the covered entity collects covered informa-
tion by any means that does not utilize the Internet, the
privacy notice required by this section shall be made
available to an individual in writing before the covered
entity collects any covered information from that in-
dividual.”” The potential impact of this one sentence
could be substantial as it would likely require many or-
ganizations to provide paper-based copies of their pri-
vacy policy to individuals. For example, this require-
ment would appear to limit the ability of organizations
to collect registration forms or surveys from in-person
events such as conferences or sporting events without
first providing copies of the organization’s privacy pol-
icy. Not only would this requirement cost a significant
sum of money to implement nationwide, it would also
be a waste of paper.

Second, the draft legislation mandates that all organi-
zations covered under the legislation (i.e. virtually all
online businesses) must have a privacy notice on their
website conforming to specific requirements. The leg-
islation defines 15 specific items that each privacy poli-
cy must contain including, for example, “a hyperlink to
or a listing of the [FTC’s| online consumer complaint
form.” While privacy policies have been an industry
best practice for many years, this legislation would im-
pose a cost on organizations large and small as they

would need to undertake a review of their privacy pol-
icy to ensure it conforms to this legislation.

BAD: ESTABLISHES AFFIRMATIVE CONSENT (“OPT IN")
REQUIREMENTS FOR THE COLLECTION, USE AND DIS-
CLOSURE OF CERTAIN TYPES OF INFORMATION

Currently, organizations operate under a notice and
choice regime, whereby consumers can review the pri-
vacy policies, if any, offered by an organization, and
then decide whether to use the services offered by that
organization. For example, if a new mobile application
or online service does not provide a privacy notice on
their website, consumers can decide that this does not
meet their standards and not use the application or
service. While many privacy advocates would like to
see a more granular system in which consumers could
opt out of specific types of data collection and use, the
current privacy regime is effectively an opt-out system
since consumers can decide whether or not to use a
service based on the data usage and handling practices
of an organization.

The draft legislation ends the current regime by es-
tablishing affirmative consent (“opt in”) requirements
for certain situations including: collecting sensitive
information and location-based information; sharing
information with third-parties; and modifying an or-
ganization’s privacy policy. Others have shown how
“opt-in is a rhetorical straw-man that cannot really be
implemented by regulatory policies without creating a
number of unintended side effects, many of which are
suboptimal for individual privacy.”* In addition, opt-in
requirements create an administrative burden on or-
ganizations as they must ensure that every user take
a proactive step before they can offer their custom-
ers a specific service. Policymakers should endeavor
to understand the costs of opt-in before enacting this
requirement.

For example, the draft legislation unnecessarily re-
stricts the collection of certain types of information re-
lated to an individual’s location or deemed “‘sensitive.”
In addition, the restriction on sharing information
with third parties would limit the ability of organiza-
tions to integrate their services with other providers.
For example, organizations would find it more difficult
to partner with outside entities to create a combined
service. Mash-ups—remixing data across multiple ex-
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ternal service providers—are one of the hallmarks of
the Web 2.0. Organizations using services provided by
another entity that require consumer information, for
example an online mapping service, would possibly
not be allowed without affirmative consent. Similarly,
the requirement that covered entities obtain affirma-
tive consent from users before making any material
changes in their privacy policies would restrict the abil-
ity of service providers to rapidly develop and deploy
new services, such as the changes recently introduced
by Facebook.” These types of restrictions would effec-
tively create speed bumps to innovation.

Finally, by requiring organizations to obtain affirma-
tive consent for every material change in their privacy
policy, this legislation would create an incentive for or-
ganizations to establish unrestrictive privacy policies
so that future development would not be needlessly
constrained by their own policies.

BAD: CREATES CERTAIN RESTRICTIONS ON
BEHAVIORAL TARGET ADVERTISING

While there is support in Congress for behavioral tar-
geted advertising, the draft legislation includes provi-
sions that would restrict this beneficial type of online
advertising which provides consumers more relevant

ads.

First, the restriction on the collection and disclosure of
certain types of information categorized as “sensitive”
means there is an entire class of targeted advertising
that cannot be used. The draft legislation defines sensi-
tive information as data that relates to an individual’s
medical information, race or ethnicity, religious beliefs,
sexual orientation, finances, and precise physical loca-
tion. Collection of this information would require or-
ganizations to first obtain affirmative consent. In par-
ticular, the restrictions on using data related to medical
information, sexual orientation, race or ethnicity, and
religious beliefs without affirmative consent would
restrict many types of potentially beneficial forms of
advertising. For example, these restrictions could po-
tentially prevent marketers from effectively creating
targeted ad campaigns for services like online Chris-
tian bookstores, Brazilian music stores, or gay dating
websites.

Second, the draft legislation requires organizations to
follow specific guidelines regarding the use of data in

profiles used to provide services such as targeted ad-
vertising. For example, the legislation requires organi-
zations to provide “a readily accessible opt-out mecha-
nism whereby, the opt-out choice of the individual is
preserved and protected from incidental or accidental
deletion.” This requirement goes against current in-
dustry practice. The Network Advertising Initiative
(NAI), the online advertising industry organization
that has been developing most of the standards for
third-party ad networks, currently use cookies (small
data files stored on a user’s computer) to allow con-
sumers to opt out of participating online advertising
networks’ behavioral advertising programs.* However,
cookies do not fit the technology requirement as stated
in the legislation since they can be accidentally deleted
by a user, and so these third-party advertising networks
would not be in compliance with the new legislation.

The legislation also requires websites to place a “sym-
bol or seal” near every targeted ad that links to infor-
mation about their advertising partner and information
about any data associated with that user profile. Re-
quiring targeted ads to have a special mark identifying
them as such would unfairly disadvantage targeted ads
against non-targeted ads. Given that targeted ads gen-
erate more than two times the revenue of non-targeted
ads, this would have a negative impact on revenues
for online publishers and service providers and would
harm the Internet ecosystem, particularly the so-called
“long tail” of small websites supported by ad revenues.’
In addition, policymakers concerned with the decline
of print media should note that greater revenue from
targeted online advertising will likely be necessary for
journalism to survive in the Internet age.

The legislation also states that users should be able to
“review and modify” any preference profile created by
an online ad network or other service provider. This
requirement would force websites to build front-end
systems to allow consumers to interact with data saved
in their profile. Currently if consumers want to “opt
out” of targeted advertising, they avoid websites that
use this form of advertising or use various technical
controls, such as web browser plug-ins, that block ads.
This requirement would pose an unnecessary and un-
needed cost on service providers (and ultimately con-
sumers) and would generate little to no real benefit to
consumers. Users that choose to opt out of targeted
advertising but still access a website’s content or ser-
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vices are free riders, getting all of the benefits of a free
service without bearing any of the costs. It does not
make sense to require service providers to build a sys-
tem to make it easier for users to free ride by opting
out of targeted advertising. Unfortunately, this type of
requirement reflects the prevailing message of privacy
fundamentalists that privacy trumps all other values.
However, policymakers should recognize that privacy,
as with any other value, must be balanced against other
competing interests and can, as it will here, comes at a
real financial cost.

BAD: GRANTS THE FTC THE AUTHORITY TO ESTABLISH
A SECURITY STANDARD TO PROTECT CONSUMER
INFORMATION

The draft legislation grants the FT'C authority to “es-
tablish, implement, and maintain appropriate admin-
istrative, technical, and physical safeguards” that it
deems necessary. Such a broad authority over every
nongovernmental organization maintaining consumer
information effectively gives the FTC a far reaching
authority over the information security practices of the
private sector. Using this authority, the FTC could ef-
fectively set the standard for the security practices of
private sector systems and networks. While the federal
government does have a role in fostering good infor-
mation security practices, the private sector is in a bet-
ter position than the federal government to manage
risk for its own systems and networks.

BAD: FAILS TO UPDATE PRIVACY LAWS REGARDING
GOVERNMENT USE OF DIGITAL DATA

While the draft legislation attempts to enhance privacy
for consumers, no mention is made of government
use of consumer data. The legislation exempts gov-
ernment agencies from maintaining the same privacy
standards that it would require from the private sector.
Improper use of consumer data by government is ar-
guably the greater threat preventing more widespread
use of technologies like cloud computing. As ITIF and
others have argued previously, Congress should act to
reform laws such as the Electronic Communications
Privacy Act (ECPA) to ensure that citizens have a right
to privacy for their electronic data whether it is stored
at home on a PC or remotely in the cloud.®

GOOD: INCLUDES A PREEMPTION CLAUSE THAT
SUPERSEDES STATE REQUIREMENTS

While legislators should look carefully at the concerns
outlined here, the discussion draft does have a one
positive element: it includes a preemption clause. As
the legislation states, ““This Act supersedes any provi-
sion of a statute, regulation, or rule of a State or po-
litical subdivision of a State that includes requirements
for the collection, use, or disclosure of covered infor-
mation.” If Congress does move forward with privacy
legislation, it should ensure that any new regulations
preempt state laws, otherwise online service providers
will find themselves facing competing, and possibly
contradictory, data use and handling requirements for
consumers.
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